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CHUNG KHOAN VIETCAP TANG CUGNG BAO MAT
VAl NANG CAO HIEU QUA VAN HANH
BANG TU DOGNG HOA QUAN LY VONG BOI SSL/TLS

| ToNG QuaN

Trong boi canh ha tang Kubernetes va
API tai chinh m& réong nhanh chong,
viéc quan ly ching chi SSL/TLS thu
cong trd nén phuc tap, dé sai sét va
tiém an nhiéu rui ro van hanh.

VietCap chd dong trién khai CLM tur
thang 4/2026, tv dong hoéa toan bo
vong doi chimg chi, ddm bao tuan thu,
giam rui ro vang nang cao do tin cay hé
thong.

LO TRINH RUT NGAN
THO1 HAN CHUNG CHi
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2026 l 200 ngay
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2027 ¢ 100 ngay II' :
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2029 l 47 ngay
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Dap Umng tiéu chuan bao mat
va yéu cau kiém soat.

Giam sy ¢6, toi ku ngudn luc
va thoi gian van hanh.

Tu dong cap phat, gia han
va thu héi chimg chi.

Bao vé ha tang va giao dich
bang chimg chi tin cay.



‘ BLUE . .
The Level Of Trust White Paper | 2026 | Vietcap

VIETCAP CHU PONG TRIEN KHAI CLM TU' THANG 04/2026

Hanh dong sém hom nay, dam bao an toan cho hé thong ngay mai.

< GIA TRI MANG LAI CHO VIETCAP

wl Kho chimg chi tap trung @ Giém’ rai ro hét han
kém dashboard phan tich va cau hinh sai

@ NANG LUC NOI BAT

Tu déng hda toan bo vong doi CLM

x Chuan héa quan ly chimg chi
L vai workflow cé san va tuy chinh. % q y g

trén ha tang K8S

ee® Twdong hoa quy trinh chimg chi so va

ki€ém soat truy cap theo vai tro (RBAC) Tang db tin cay cho hé thdng

giao dich va API tai chinh

B

Kiém soéat don gian va tuan thu lién tuc
@ San sang cho 16 trinh

1@‘ Onboarding mugt ma, khong rac roi rit ngan thai han chiing chi

Trién khai tir thang 4/2026 thé hién tu duy quan tri rdi ro sém
va gitp VietCap di trudc mot budc trong tu dong héa bao mat.

TU DONG HOA VONG POI CHUNG CHi
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AUDIT
Kiém toan

REVOKE
Thu hoi

RENEW
Gia han

DEPLOY MONITOR
Trién khai Giam sat

ISSUE
Cap phat

DISCOVER
Phat hién

REQUEST
Yéu cau
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@ CAcC VAN DE
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=) Thach thic quén ly ching chi s6 57 Mét ngudn dir liéu duy nhat
-1’ trong moi truong K8S A cho toan b thong tin chuing chi
i Kho khan trong quan ly @ Gia han kip thai,
L kho ching chi khong con nguy co downtime
X BA 16 gia han ching chi dan dén & 16i vu CLM, dat higu sust t6i da
gian doan dich vu

sle ' Qua tai van hanh do quy trinh < Don gian hoéa truy cap chimg chi

0% CLM thd cong "= cho moi d6i nhém
\ \ J

THACH THUC

Quan ly chirng chi s6 trong ha tang Microservices quy moé I6n.

=
O

—

VietCap van hanh kién tric Microservices véi hang chuc dén hang tram dich
vu nho trén nhiéu méi truong nhu Kubernetes, Linux, Windows va cac hé
thong legacy. Khi ha tang md rong nhanh chéng, yéu cau vé tinh nhat quan, tw
déng héa va kiém soat tap trung trd thanh bat budc.

Khé khan trong quan ly kho chiing chi

) Thiéu hé thdng quan ly tap trung khién
viéc theo déi tinh trang chimg chi, cert

han ché, lam gia tang suw cd chimg chi.

Nguy co 16 gia han chimg chi
Quy trinh thd céng tao ra di€m nghén,
cham tré va sai sét. Khi s lugng chimg
chi tang Ién, rdi ro hét han, cau hinh sai va
gian doan, dich vu cling gia tang.

Phan phéi chimg chi khdng an toan

hoac img dung nhan tin ma thiéu kénh

u truyén tai an toan, lam tang nguy coro
ri hodc truy cap trai phép.

(:w:- owner va thoi diém gia han gap nhiéu
Chimg chi thuong dugc gii qua email
%

Qua tai van hanh do CLM thu céng

Tiryéu cau cap phat dén dang ky va phan

phai ching chi, phu thudc nhiéu vao thao

tac thd cong. Khéi lugng SSL du kién

tang gap 2 (2026), gap 4 (2027), gap 8
29)
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A Gia tang rui ro gian doan dich vu, 16 hong bao mat, sai sét van hanh va vi pham tuan tha.
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| LUA CHON GIAI PHAP PHU HOP TRONG MOT “BE” CLM

(Certificate Lifecycle Management) la moét giai
phap/nén tang trung gian gitp ty dong hoa va quan
ly toan bd vong d&i chimg chi s6 SSL/TLS trén ha
tang, img dung va thiét bi

CLM giup ty dong hoa gilra
thong qua cac workflow dugc thiét lap theo
lich, c6 kiém soat va giam sat tap trung.

A )
\ &4

01 TUDONG HOA END - TO - END: CA - CLM - THIET Bl

Xac thuc Cap phat Tao khoéa

—

vyl
L’ 4

)

Cai dit

@ Workflow theo lich - Kiém soat - Giam sat tap trung

m BO TIEU CHi LUA CHON CLM

XAC PINH DUNG KET NOI NGAY VOl
MO HINH CLM VENDOR PHU HOP
T6i wu chi phi dau tu va Két ndi ngay vGi cac
xay dung 10 trinh trién CLM vendor c6 tiéu chi

khai pht hop véi thuc té phu hop.
ha tang - d€ dat dugc tuw

dong hda hiéu qua ma

khong lang phi.

.2.
CUNG CAP TAI NGUYEN
PE THUC CHUNG

Cung cap tai nguyén ma
khach hang yéu cau dé
thuc chung giai phap.

SAN cO DICH VU
KHACH HANG CAN
San c6 dich vu khach

hang can dé phuc vu
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LUA CHON GIAI PHAP:

Dua trén tiéu chi trén, VietCap da lua chon KeyTalk - giai phap
CLM huéng dén su linh hoat, hiéu qua chi phi, pht hop véi doanh
nhiép c6 nhu cau tr déng héa nhung van can téi uu ngan séach, vai
quy m6 duéi 10.000 chirng chi va yéu cau tich hgp multi - CA.

KHA NANG TRIEN KHAI LINH HOAT
HO trg da dang mé hinh trién khai (on - premise, cloud, hybrid),
phu hop vai kién tric ha tang hién tai va dinh huéng tuong lai.

keytalk

HIEU QUA CHI PHi TOT HON
Mo hinh licensing linh hoat, t6i uu chi phi s hitu va van hanh,

phu hgp véi doanh nghiép quy moé vira va Ién.

DE DANG TiCH HQP VA VAN HANH
Tich hgp dé dang véi multi-CA, hé théng hién hiru ( K8S, Linux,
Window, DevOps, ITSM, ...) va san sang van hanh trong moi trudng

04 LO1 iCH TRIEN KHAI KEYTALK CLM

v/

TU'DONG HOA

TOAN DIEN

Giam thiéu
thao tac tha
cong, tiét kiem
thoi gian va
nguon luc

' 4

KIEM SOAT
VA GIAM SAT
TAP TRUNG

Theo doi toan
b6 vong doi
chimg chi theo
thai gian thuc,
canh bao va
bao cao day du

8

TANG CUONG
BAO MAT

Giam rdi ro hét
han, cau hinh sai,
ro ri khoa va cac
16 héng lién quan

dén SSL/TLS.

TOI UU CHI PHI
VAN HANH

Giam chi phi
van hanh, t6i uu
nguon lyc voi
mo hinh CLM
hiéu qua.

PAM BAO
TUAN THU VA
SAN SANG

Pap ing cac
yéu cau tuan
tha, dam bao
tinh san sang
va lién tuc cua
dich vu.
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KET QUA PAT PUCQC
Gia tri mang lai sau khi trién khai KeyTalk CLM tai VietCap

THE

U

VietCap da chuyén dai tir mé hinh quan ly chimg chi thd cong, phan tan sang
mo hinh CLM tap trung, tu dong, cé kiém soat va dé méd rong.

1. MOT NGUON DU’ LIEU DUY NHAT CHO TOAN BO THONG TIN CHUNG CHi

+  Kho chuimg chi tap trung gitp kiém ké chinh xac hon.
Single-pane-of-glass giup theo ddi trang thai, han hét han va 16 héng.

+  Ngan ngtra chimg chi bi bd sét va gidam su c6 bao mat.
Custom Certificate Attributes gitp quan ly owner, requestor, doi trién khai va cac
thong tin van hanh khac.

2. GIA HAN KIP THOI, KHONG CON NGUY CO DOWNTIME

Hé théng canh bao théng minh nhac trudce thoi han hét han.
+  Coché escalation gitp tranh bo 1& gia han.

Audit logs va dashboard hé trg kiém toan ndi bd, bén ngoai va tuan thu.
+  Béo céo thai gian thuc giup duy tri tuan thu véi cac tiéu chuan nganh.

3. TOI UU CLM, PAT HIEU SUAT TOI DA

Workflow tw déng hoa tinh gian quy trinh yéu cau va nhan ching chi.
Tw dong cap phat, trién khai, gia han va cau hinh dung img dung.
Loai bd phan I6n thao tac thd cong.

«  Giam nhu cau nhan luc va cai thién hiéu qua van hanh.

4. DON GIAN HOA TRUY CAP CHUNG CHi CHO MOI DOl NHOM

Self-service va RBAC giup cac doi IT ndi bé truy cap dé dang hon.
D6i san pham co6 thé nhanh chong lay chimg chi cho img dung.

«  DGi quan tri CA van hanh hiéu qua CA ndi b6 tich hop véi KeyTalk.
Tang cudng cong tac va chd dong quan ly CLM trén toan t6 churc.

Tang kha nang Giam ruiro Toi wu Nang cao cong tac
quan sat downtime van hanh gilra cac doi nhéom
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CLM - NANG LUC & LOI1 iCH CHO DOANH NGHIEP
Bién chirng chi so thanh ha tang niém tin van hanh tuv dong

CLM/PKI khong chi cap chimg thu, ma giup doanh nghiép
chuyén chimg chi s6 tir“vat tw CNTT” quan ly thd cong thanh
ha tang niém tin tap trung, tu dong va co6 kha nang mé rong.

Giam nguy co downtime do chimng chi hét han.
+ San sang cho chu ky ching chi 47 ngay va Zero Trust.
Chu dong kiém soat rdi ro van hanh SSL/TLS.

‘ ON PINH HE THONG 24/7

CHUAN HOA QUY TRINH & OWNERSHIP
Thiét lap quyén s& hitu rd rang cho timg chimg chi.
Bién PKI thanh tai san td churc, khong phu thudc ca nhan.
Nang cao nang luc quan tri tai san so.

Dée dang md& rong thém user cases trong tuong lai.

TANG TOC DEVOPS, K8S & MULTI-CLOUD

«  Twdong héa cap phat, gia han va trién khai chung chi.
Phu hgp véi DevOps, Kubernetes va multi-cloud.

+  Tao nén tang tuan thd nhat quan trén toan hé théng.

CHUYEN SSL TU OPEX -~ CAPEX CHIEN LUQC
«  Giam chi phi van hanh ngan han.
Dau tu vao nén tang quan tri bao mat dai han.
+  Tdi uu ngudn luc va tang kha nang kiém soat hé thong.

[:]
MO RONG NANG LUC QUAN LY PKI
+ Quan ly vong doi chimg chi s6 & quy mé lon.
+  WebPKI, Private PKI va CLM tr& thanh ha tang dung chung.

On dinh 24/7 | Chuan héa ownership | Twddng héa PKI | San sang Zero Trust | Téi uu chi phi dai han
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BLUEBITS - DOI TAC TIN CAY TRONG QUAN TRI CHUNG CHi SO

Bluebits dong hanh clng doanh nghiép xay dung hé thong quan tri
chimg chi tap trung, nhat quan va cé kha nang ki€ém soat toan dién.
Giai phap tich hgp san vai GlobalSign GCC, ho trg API, ACME,

workflow va platform SaaS hoac on-premise.

Trién khai CLM s&m gitip giam rui ro gian doan dich vu, tdi uu van
hanh va giam phu thudc vao thao tac thu cong.

APl / ACME SAAS / ON-PREMISE £82 Tu van & trién khai

| DANH SACH KHACH HANG TIEU BIEU

W

SHB SHBFinance YJTPBank  ¥-MBCapital BAOVIET {

TAI CHINH TIEU DUNG Vi chiing t6i hié ban

BAOVIET (B Fund m @shinhan Securities  \fjetcap @

QUAN LY QUY BAO VIET TOYOTA
EVN .,
(35 EvnGencos PETROVETHA PVFGeo /EON

A\VINPHACO  GEVEX cerc

DE dugc tu van va xay dung 16 trinh trién khai

LIEN HE VOI BLUEBITS CLM phtilhgp nhat véi hé theng cda ban:

& bluebit@bluebit.vn

www.bluebit.vn

NGAY HOM NAY




