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HIEU VE RUI RO



Hiéu vé nguy co

Doanh nghiép nho la muc tiéu

uwu tién cua tin tic danh cdp dir
liéu.
Khi moi trwong div liéu thé thanh 600/o
toan cua ban bi xam nhap, doanh
nghiép cua ban sé nhanh chéng bi
P NHO BI

an‘h hi’o’ng.. Kljachvhang, do[ tacA DOANH NGHIE
mat niém tin vao nang lwc bao vé TAN CONG MANG. $20' 75 2
théng tin ca nhan cua ban va (HM Government)
chuyén d6i nha cung cap. Cé rat
nhiéu an phat ttr cac dinh ché tai

chinh dang ch& ban va quan trong

hon, tai khoan merchant cua ban

sé bj tam treo hoac déng vinh

vién. M6t cudc diéu tra véi 1.015

doanh nghiép vira va nhé chira

rang 60% cac doanh nghiép bi ®

xam nhap da déng ctra trong vong TIN TAC TAN CONG VAO

6 thang sau do. (NCsa) CAC DOANH NGHIEP CO ’
IT HON 100 NHAN SV ’
(Verizon 2012)

\ 4
HI PHi TRUNG BINH
DOANH NGHIEP NHO
PHAI BO RA Vi Bl TAN
CONG MANG, CON SO
NAY NAM 2013 LA
$8.600 (NSBA)

o

69%).cor 20 o
NGUOl TIEU DUNG QUAN

NGAI VE THAT THOAT DU

LIEU THE THANH TOAN
(Gallup)

i ®
» gtez:rl{lég)r/ds Coundil Payment Protection Resources for Small Merchants: Guide to Safe Payments
Copyright 2016 PCI Security Standards Council, LLC. All Rights Reserved. 1



pci

PAN

Tén chu
thé

RUi ro nam & dau?

DU’ LIEU THE CUA KHACH HANG LA MO VANG DOl
VO'I TOI PHAM. BU'NG DE DIEU DO XAY RA VO'I BAN
Tuan tha theo cac hwéng dan dwéi day dé bao vé minh khai tin tic danh cap dir liéu.

Vi du ve di¥ liéu thé bao gom s6 tai khoan, ma an ninh thé ba hoac bon ky
tw. Miii tén do trong hinh bén dwi chi ra nhirng dir liéu can dwoc bao mat.

D LIEU TREN THE THANH TOAN

Ma an ninh thé
(American Express)

Soc tur tinh
(DU ligu trén tracks 1 and 2)

11\\\
CLLN
DANR. ara Juuns;

._)/ A L A wuwr/,

. AUTHORIZED SIGNATURE - NOT VALID UNLESS SIGNED BankXCdrd
Chip —> j
ab rodEd b'es -
p UO/GE
DHOLD A
Ngay hét han Ma an ninh thé
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(Ddi v&i cac hang thé khac)
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PCI DSS LA Gi?

Tiéu chuan an ninh
di liéu nganh thé
thanh toan (PCI
DSS) lIa mét bé tiéu
chuén an ninh giap
cac doanh nghiép
nho bao vé dir liéu
thé khach hang
nam trén thé thanh
toan

Cac doanh nghiép
nho sé thwc hién
danh gia dat
chuén PCI DSS
théng qua tra loi
bé cau héi tw
danh gia (SAQ)

Dé tim hiéu
thém vé PCI
DSS, tham khao
thém cac tai
nguyén dwoc
liét ké phia cudi
tai liéu nay



Hiéu vé hé thdong thanh toan: Cac hé théng

thanh toan phoé bién

Tuy thudéc vao noi ban sbéng, cac thiét bi’thanh toan di(}:-n tir co thé dwoc dat tén khac nhau.
Cac thuat ngir sau day sé dwoc str dung dé mé ta cac thiet bi sau.

Mot THIET Bl DAU cuOI THANH
TOAN la thiét bj dwoc st dung dé chip
nhan thanh toan qua thé bang céach

POS, may doc thé tin dung, thiét bi dau
cudi PDQ, thiét bj dau cudi cho thé
chip/ EMV déu dworc coi la thiét bi dau
cudi thanh toan

M6t MAY TiNH TIEN BIEN TU ¢6
kha nang tinh gia tri ciia giao
dich, in hoa don, nhuwng khéng
chap nhan thanh toan thé tin
dung

Mot THIET Bl PAU CUOI THANH
TOAN TiCH HOP |a mét thiét bj dau
cudi thanh toan kiém may tinh tién
dién t, v&i cac tinh nang tinh gia tri
giao dich, in hoa don va chap nhan
thanh toan bang thé tin dung
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quet, cdm hodc nhap sb thé vao thiét bi.

OPTIONAL INTERNET

ROUTER/
FIREWALL

s
b

OPTIONAL

Mot HE THONG THANH TOAN bao gdm toan bé qua
trinh chap nhan thé thanh toan tai mot diém ban lé
(bao gém gian hang, ctra hang, website TMBT) va co
thé bao gom thiét bi dau cudi thanh toan, may tinh tién
dién tir va cac thiét bi, hé thong khac két ndi véi thiét
bi dau cudi thanh toan (vi du, thiét bi phat WiFi hay
mot may tinh kiém soat hang tén kho), may chu voi
cac thanh phan thuong mai dién tir nhu trang thanh
toan, dud'ng két ndi dén ngan hang ctia merchant.

Mot NGAN HANG CUA MERCHANT 3
ngan hang/ t6 chirc tin dung xt& ly cac
giao dich bang thé tin dung hoéc thé ghi
ng thay mat cho merchant. Cac thuat
nglr Acquirer, acquring bank,

card/ payment processor cling co y
nghia twong tw
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Doanh nghiép cta ban chiu rdi ro nhu thé nao?

Hé théng thanh toan cta ban cac nhiéu tinh nang, yéu cdu dam bao an

ninh cang phtrc tap. Cac tinh nang bé sung thué’'ng mang lai nhiéu co Ban kinh doanh
h?i cho tc}’i pham d‘énh cap dir Iiéu’ th‘Aé thanh tOéI‘,l cua \!(héchihéng hon. Z_;f”é},gv’;"ﬁh‘ﬁ -
hay suy tinh ky cang xem ban c6 can nhirng tinh nang b6 sung nay nao? C6 ba

khong (vi du: Wi-Fi hoac camera) cho doanh nghiép ctia minh. EENCERE

1. Mét nguo’i vao
cura hang va mua
hang bang the
thanh toan

MOI TRU'O'NG PHU'C TAP MOI TRU'O'NG PO'N GIAN

2. Mét nguro'i truy
cap vao website
va thanh toan
online

3. Mét nguro’i goi
cho cura hang va

cung cap dir liéu
thé qua thoai,
email, fax

KHO GIAM RUI RO DE GIAM RUI RO
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Hiéu vé rui ro: cac hé thong thanh toan

Cac rui ro an ninh bién thién theo mirc dd phtrc tap cua hé théng thanh toan,
truc tiép hay tru'c tuyén

GENERAL USE

COMPUTERS
DIAL-UP PAYMENT

TERMINAL

ELECTRONIC
CASH REGISTER

ROUTER/
FIREWALL

= —<» INTERNET < =)

PAYMENT TERMINAL %%
Hé théng thanh toan don gian cho cac ctra hang

Hé théng thanh toan phirc tap cho cac ca hang, véi Wi-Fi, camera, Internet
phone, va céc thiét bj ngoai vi khac

MERCHANT
E-COMMERCE WEB SITE SHOPPING PAGE ~ PAYMENT PAGE . - , , ,
e R . Hé thdéng thanh toan TMPT phtrc tap cho cac
——— website trurc tuyén, vdi viéc merchant quan ly
D > . website va trang thanh toan cua minh
A —
' 4
i | o
)
| (Y T W
Ve p *——————— >

INTERNET
ROUTER/FIREWALL
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BAO VE DOANH
NGHIEP VO'I CAC
PHU'O'NG AN AN NINH
CO BAN



Ban bao vé doanh nghiép minh theo cach nao?

Ban c6 thé bat dau bao vé doanh nghiép cua minh theo nhirng cach co’ ban nhu sau

Cach bao vé doanh nghiép tranh bi xam pham Do khoé Giam rui ro
Str dung méat khdu manh va thay déi mat khau méc dinh (@) & 000
Bao vé dir lidu thé va chi Iuru lai nhirng gi minh thuc sy can @) #F OO0
Giam sat thiét bi thanh toan chéng bi thay d6i @) + 00
Cai dat ban va chinh hang © F 000
St dung cac déi tac tin cay va biét cach lién hé vai ho @) # (]
Bo vé truy cap ndi bd dén mai trurdrng thé @) & 00
Khoéng cho hacker duoc d& dang xam nhap hé théng OO & F 000
St dung phan mém diét virus OO & F OO0
Ra soat va fix cac 16 héng bao mat OO Y ¥4 000
2 ) Sir dung cac thiét bi va giai phap thanh toan an toan, tin cay QOO ## 000
Bao vé doanh nghiép trurdc Internet OO £r¥éq OO0
Lam cho dir liéu thé tré nén vé dung véi t6i pham mang QOO #+,#+¢ OO0

Céc kién thirc an ninh co ban nay duoc sdp x&p tor don gian va ré dén phirc tap va tén kém dé trién khai. Kha nang giam thiéu radi ro
cho hé théng cia mbi phurong an danh cho doanh nghiép nho dugc hiéu la “Giam rui ro”
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Su' dung mat khau manh va thay ct @

Ease /‘

doi cac mat "GED mac dlnh Risk Mitigation OO O

Mat khau rat quan trong ddi DINH KY THAY DOl MAT KHAU. Hay coi mat khau Céc mét khau
véi an toan cho may tinh va nhu ban chai danh rang. Birng cho ai xai ké va hay méc dinh can
dir liéu thé. Nhu chia khoa d6i mat khau dinh ky 3 thang/ lan. phai thay doi:
bao vé bat dong san, mat [none]

YEU CAU TROQ GIUP. Héi hang hodc nha cung

cép dich vu ban giao mat khdu va cach thay doi [name of product/

vendor]

khau giup bao vé dir liéu

d9anh_ Dgh_leg. Ca‘lAn nhg rang chung. Va lam ngay!

cac thiét bi va phan mem 1234 or 4321
thwro'ng sir dung mat khau TAO MAT KHAU KHO DOAN. Password théng dung access
mac dinh nhu “password” nhat 1a “password” va “123456”. Hacker thw0’ng thip o
hay“admin” va hacker mat khau nay vi chiing dwoc st dung bdi qua nira aamin

céng dan mang. Mot mat khau manh pha| co it nhat 7 anonymous
ky tw,c6 phan biét viét hoa, bao gom sO va ky tw dac
biét( '@#$&*) MGt cum tir v&i cac thanh phan ké trén
cling dwoc coi la mat khdu manh va dé nhé nhw guest
“‘B1gMac&frieS.” manager

thud'ng tan dung dé tién

hanh tan cong dir liéu database

KHONG CHIA SE. Yéu cadu mdi nhan vién phai tao pass
mot mat khau riéng — va khéng bao gié chia sé! password

root

Khoang
sa

secret

o cac cudc tan céng dir liéu
80 %) bit nguon tir viéc suy doan
hoac danh cap mat khau

Verizon PCI 2015 user

Tai nguyén bé sung vé van dé mat khau: sysadmin

It's Time to Change Your Lear n.Pa§sworc!
Password Security in 2 Minutes

» Security ®
Standards Council


https://www.pcisecuritystandards.org/pdfs/its_time_to_change_your_password_infographic.pdf
https://www.youtube.com/watch?v=FsrOXgZKa7Uleft

Bao vé dir liéu thé va chi lwu nhirng == @

Ease /'

@5  giban can

Risk Mitigation 00

Ban khéng thé bao vé dir THAM VAN CHUYEN GIA. Hay hdi bén cung cép s

liéu néu khéng biét ching & thiét bi dau cudi hodc ngan hang dé biét hé thdng clia LS

dau. ban Iwu giltr di¥ liéu & dau, cach xtr ly cac giao dich M3 hod st dyng
o thanh toan. Nhé héi thém cach thirc tién hanh cac f:%été%%ﬂian

Ban c6 thée lam gi? loai giao dich cu thé (vi du: giao dich thanh toan lai) diépytha‘nh mat =

khong thé doc
duoc vo'i phan

OUTSOURCE. Cch tét nhat d& dam bao an ninh the  [HEAMMIREERL
la khdng lwu gilr thdng tin thé. Hay outsource dich vu dé ma hod dir liéu

> 4 rd P3 D X ~ A Iu’u tr&’ Va‘ dﬁ’ Ii_éu
x& ly thé cho mét don vi cung céap da dat chuan PCl frénidurcng teay o

ma khéng phai lu ma an ninh thé.

DSS.
NEU KHONG CAN D LIEU THE THi BUNG LUU.
Hay huy di¥ liéu thé néu ban khéng can médt cach an MA HOA chuyén
R I o~ , L, . ~ pin TR déi théng diép
toan. Néu ban gilr chirng tlr ¢ chira div liéu the thi thanh mat ma
h‘ay clung, but den ‘xoa dirliéu the va cat gilr chtrng GIAI MA chuyén
tr mot cach an toan. déi mat ma thanh
) théng diép
HAN CHE RUI RO. Thay vi chap nhan di liéu thé .
y - ~ A X z 5 - o A Vi du:
qua email, hay yéu cau khach hang cua minh dién
S6 hoa thé (Tokenization) c6 muc thoai, fax, g&i thw bwu chinh. bay la thong tin
tiéu giéng nhu ma hoa nhung khac ) i ) _ ] . mat
vé phuong thure thye hién. SO HOA HOAC MA HOA THE. Hay hdi ngan hang . S
Tokenization thay thé di liéu thé . ", " - ren . . 5a0 (k$hQ%...
béng diF liéu hoan toan vé nghia xem liéu ban c6 thyc sy can lwu dir liéu thé khong. DECRYPTION KEY

(token) va vo gia trj vGi hacker. Néu khong, hay héi ngan hang vé céng nghé sb hoa

~ f oz 4R LA - ren R . Pay la thong tin
hay ma hoa the dé khién cho dir liéu khéng con mat

gia tri néu bj danh cap.

Qch)
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Giam sat thiét bi thanh toan o @

chong bi thay doi

Thiét bi gian diép quét nhanh
dir liéu thé cua khach hang khi
thé duo'c dura vao thiét bj dé
thuc hién thanh toan. Diéu
quan trong la ban va nhéan vién
cua minh phai c6 kha nang
phat hién ra thiét bi gian diép.
Ban can thud'ng xuyén kiém
tra thi€t bi dau cudi thanh toan
dé dam bao khéng cé nhirng
thay doéi ngoai mong muén.
Nén c6 nhat ky luu gilr lich
kiém soat thiét bi kém thoi
gian va ngu i thue hién cung
két qua

See the PCI Council’s guide:
Skimming Prevention — Overview of

Best Practices for Merchants

Ease /‘

Risk Mitigation 00

Hay canh giac va thuc hién cac bué’c sau:

GIU’ DANH SACH tat ca cac thiét bj dau cudi thanh
toan va chup anh tirng thiét bi (mat trudre, sau va két
noi) dé ban co6 thé ddi chiéu nguyén trang vé sau.

TiM KIEM NHO'NG DAU HIEU thay dsi, nhu tem
mat nguyén trang, cap két néi khong giéng ban dau,
thiét bi c6 thém nhirng bd phan la.

BAO VE THIET Bl PAU CUOI. Gii¥ chiing & ngoai tdm
v&i cua khach hang khi khéng s&r dung va khéng cho ai
nhin man hinh cta thiét bi. Hay dadm bao rang thiét b
cla ban an toan moi cudi ngay ban hang, bao gom ca
thiét bi doc thé va nhap ma PIN

KIEM SOAT BAO TRI. Ban va nhan vién cta ban chi
cho nhén sy chinh héng bao tri thiét bi néu nhw ban yéu
cau ho tro.

GOI cho hang hoac ngan hang ngay khi ban phat hién
dau hiéu kha nghil

i ®
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https://www.pcisecuritystandards.org/documents/Skimming_Prevention_At-a-Glance_Sept2014.pdf
https://www.pcisecuritystandards.org/documents/Skimming_Prevention_At-a-Glance_Sept2014.pdf
https://www.pcisecuritystandards.org/documents/Skimming_Prevention_At-a-Glance_Sept2014.pdf

Cost @

Cai dat ban va chinh hang e FF

Rk iigation ©OO

pci

Théng thuwro'ng, phan mém
thurd'ng c6 16 héng va 16i lap
trinh tr ngu @i 1ap trinh, con
goi la 16 hdng an ninh. Hacker
thwd'ng khai thac cac 16 héng
nay dé bé khoa may tinh va
danh cép dir liéu tai khoan.
Hay bao vé hé théng bang
cach cai dat cac ban va chinh
hang dé xur ly cac 16i phan
mém. Cai dat ban va an ninh
cang s&’'m cang tot.

Security ®
Standards Council

HOI hang hoac nha cung cap cach nhan théng
bao vé cac ban va bao mat, va khi nhan dwoec thi
hay nh¢& doc.

Al SE GUI BAN VA CHO BAN? Ban c6 thé nhan
ban va tlr hdng cung cap thiét bi dau cudi thanh
toan, (rng dung thanh toan, hé théng thanh toan
(may tinh tién, PC...), hé diéu hanh (Android,
Windows, iOS), phan mém ng dung, va phan mém
doanh nghiép.

HAY DAM BAO hang cua ban cap nhat thiét bi dau
cu6i thanh toan, hé diéu hanh va ho co6 thé hé tro
ban cap nhat cac ban va an ninh. Hay hoi ho.

MERCHANT TMPDT. Cai dat ban va cang sém cang
tot 1a rat quan trong. Hay tim ca cac ban va tir nha
cung cap dich vu thanh toan. Hay héi nha cung cap
dich vu hosting TMBDT liéu ho co thwc hién cap nhat
ban va khong (tan suéat nhw thé nao). Hay dam bao
ho cap nhat dleu hanh, nen tang TMDT va ung
dung web dé chung cé thé hd tro cac ban va maoi
nhat

TUAN THU hwéng dan ttr hang va nha cung
cép dich vy, déng thoi cai dat ban va cang sém
cang tot.

Payment Protection Resources for Small Merchants: Guide to Safe Payments
Copyright 2016 PCI Security Standards Council, LLC. All Rights Reserved. 11



Sir dung cac doi tac tin cay va <« @

Ease

biét cach lién hé véi ho

Risk Mitigation

NHA CUNG

pci

Ban sir dung cac nha cung cap
bén ngoai cho cac dich vy, thiét
bi, rng dung lién quan dén thanh
toan. Ban c6 thé cé nhirng nha
cung cap ban chia sé dir

liéu, hé tro’ hoac quan ly hé théng
thanh toan, hoac duo’c ban trao
quyén truy cap dir liéu

thé. Ban cé6 thé goi ho la céng
thanh toan, hang, bén thu ba, nha
cung cap. Tat ca déi tac nay déu
c6 anh hwéo'ng dén kha nang bao
vé dir liéu thé cua

ban, vi vay ban can biét r6 vé ho
va cac cau hoi can phai hoi ho.

Security ®
Standards Council

BIET BE GOI. Ngan hang clia ban Ia ai? Ai h6 tro
xt ly thanh toan cho ban? Ban mua phan mem/

thiét bi thanh toan tir ai va ai cai dat chung? Nha
cung cap dich vu cla ban 13 ai?

LUU DANH BA. Tat ca cac doi twong trén can
dwoc lwu  vao danh ba dé ban goi dwoc ngay khi
can thiét.

XAC NHAN NANG LUC AN NINH VA TUAN THU
CUA NHA CUNG CAP Nha cung cép cta ban co6 dap
&ng tuan tha chwa? i véi cac merchant TMDT, nha
cung cap bat budc phai dap rng tiéu chudn DSS
TRUY VAN. Khi da biét cac thong tin trén, hay truy
van nha cung cap dé hiéu thém vé cach thic ho bao
vé dir liéu thé.

CAC LOAI PON VI CUNG CAP. Xem phan ké bén

Payment Protection Resources for Small Merchants: Guide to Safe Payments
Copyright 2016 PCI Security Standards Council, LLC. All Rights Reserved.

CAP
Cung cap thiét
bi dau cuoi
thanh toan
Cung cép

trng dung
thanh toan

Tich hop hé
thong thanh
toan

Cung cap dich
vu xt ly tnanh
toan, hosting

Cun cap . dich
anh gia tuan

thu PCIDSS

Cung cap dich
vu SaaS



pci

Bao vé quyeén truy cap dir liéu noi bd

Lam dung quyén truy cap la
truy céap trai phép ...

Ai dé truy cap va lam dung
quyén truy cap ctia minh vao
nhirng moi trwo'ng va hé
thong ma ngwoi dé khong
duoc phép

TRUY CAP TRAI PHEP LA
HANH VI CO NGUY CO' DAN
PEN XAM PHAM CAO NHAT -
KHOANG 55% CAC SU’ KIEN
PU'O'C CONG BO.

Verizon 2015

Security ®
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KIEM SOAT TRUY CAP RAT QUAN TRONG. Thiét
lap hé théng v&i cau trac phan quyén truy cap dwa
trén nguyén tac “khéng phan sy mién vao”. La chd
doanh nghiép, ban cé quyén truy nhap vao moi méi
trwdng. Nhwng nhan vién chi nén cé quyén truy cap
vao trng vung di¥ liéu, rng dung, chirc nang.

GIO'I HAN TRUY CAP. vao cac hé théng thanh toan
va dir liéu thé khéng dugc ma hoa v&i nhirng ngu &
c6 trach nhiém

LU'U GIU’ LOG. Theo déi tat ca khach truy cap trong
co s& dir liéu logfile, bao gom tén, ly do truy

cap, quyeén truy cap. Luu trlr thong tin trong it nhat 1
nam

BAO DAM AN NINH THIET BI. H&i nha cung cap
cach xoa dir liéu thé trudc khi ban hoac g& thiét bi
thanh toan (dé di¥ liéu khéng thé phuc hdi).

CHIA SE THONG TIN. Chia sé thong tin nay
dén nhan vién, dbi tac

Payment Protection Resources for Small Merchants: Guide to Safe Payments
Copyright 2016 PCI Security Standards Council, LLC. All Rights Reserved.

Cost @

Ease /‘ /‘

Risk Mitigation 00

Xem xét chi cho nhan
vién quyén truy cap
dé tién hanh thanh
toan nhu'ng khéng co6
quyén hoan tra, hodc
dat hang nhu'ng
khéng truy cap duoc
vao dir liéu thé cua
phién dat hang do.
Mot sé nhén vién
khéng nén cé quyén
truy cap vao dau ca.



Birng dé hacker dé dang truy cap vao <« @@

Ease /‘ /‘

hé thong

HACKERS = TOI PHAM

Cach dé nhat dé hacker xam
nhap hé théng la thong qua
ngwoi ban tin cay. Ban can
biét dwo'c cach thirc nha
cung cap truy cap vao hé
théng cua ban va dam bao
cach thure dé khong tao ké
hé cho hacker len vao.

Xac thwe da nhan to str dung
username/ _password cong
thém it nhat mot yéu t6é khac

nhw smartcard, one-time
password.

Security ®
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pci

TIM HIEU. Hay hoi nha cung cép xem ho co st
dung truy cap tr xa dé hd tro hay truy cap vao hé
thdng ctia ban khéng.

HOI CACH HAN CHE TRUY CAP T XA. C6 rat
nhiéu chwong trinh truy cap tir xa thwérng xuyén &
ché dd6 mac dinh “bat”. Hay han ché rui ro bang
cach hdi nha cung cap lam sao dé tat/ bat ché do
khi khéng can/ can

TAT NGAY KHI HOAN THANH.

SU’ DUNG BIEN PHAP XAC THWUC MANH. Khi pha|
cho phep truy cap twr xa, hay yéu cau blen phap xac
thwe da nhan td va ma hoa manh

DAM BAO NHA CUNG CAP CHi S DUNG MOT
USERNAME. Méi dbi tac co mot username riéng
biét khéng dung chung véi bét ky ai.

YEU CAU TRQ GIUP. Yéu cau nha cung cap tro’ gitp tat
cac ché do cho phép truy cap va set up co ché xac thuc
hai nhan t6.

Payment Protection Resources for Small Merchants: Guide to Safe Payments
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Rk witgaton OO

Néu nha cung
cap ho tro’ ban tur
van phong cua ho
hoac khéng tai
chinh van phong
cua ban, c6 nghia
la ho dang truy
cap tir xa

Nha cung cap
thuro'ng cai VNC
& LogMeln vao
thiét bj cua ban

dé hé tro’ tir xa.



Cost @@

Dung phan mém diét virus = oe

Risk Mitigation 00

Hé théng va phan mém CAI PHAN MEM DIET VIRUS PE BAO VE HE
thwd’ng rat linh hoat vé chire THONG THANH TOAN.

nang. Hacker c6 thé tao virus
hodc ma ddc dé khai thac cac
chirc nang va 16i code dé
giup chung xam nhap hé
théng va danh cap dir liéu
thé. Sir dung phan mém diét
virus, ma doc cap nhat nhat LU'A CHON PHAN MEM DIET VIRUS TOT
sé giai phong ban khéi nguy NHAT THEO TU VAN CUA CHUYEN GIA
CO’ hay.

PAT CHE PO TU PONG CAP NHAT

DINH KY SCAN

i ®
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Cost @@

Scan va xur ly 16 héng an ninh N

L& héng an ninh méi dwoc LU'A CHON ASV VO'I CONG NGHE VU'Q'T TROI
phat hién hang ngay. Do d6,
viéc hé théng nam ngoai
Internet cua ban can duoc
kiém tra thuwd'ng xuyén dé
xac dinh va xur ly cac rui ro.
Cac hé théng nam ngoai
Internet (nhw hé théng thanh
toan) dé bi tén thuwo'ng nhat
vi ching cé thé bi tin tac khai
thac va xam nhéap vao hé
thong

ASV la cac déi tac cua HHi dong
PCI SSC chuyén cung cép céng
cu ra soat va xur ly 16 héng an

ninh cho hé théng nam ngoai
Internet.

i ®
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St dung gia

phap va thiét bi dau

cudi thanh toan an toan

Sur dung giai phap va thiét bi
dau cudi thanh toan an toan

la mot cach rat tot dé bao vé
doanh nghiép cua ban

Tham khao danh sach cac
do’n vi duro’c PCI SSC phé

chuan tai trang 19

» Security ®
Standards Council

SU DUNG THIET Bl NHAP MA PIN VA

THANH TOAN AN TOAN. PCl SSC c6 danh
sach cac nha cung cap thiét bi thanh toan an
toan c6 bao vé dir liéu PIN. hdy dam bao rang
thi€t bi cua ban mua tr cac hdng trong danh
sach nay va co6 hé trg EMV chip.

SU DUNG PHAN MEM AN TOAN. Phai dam bao
phan mém thanh toan cua ban cling ndm trong
danh sach cac phan mém thanh toan duwoc PCI
SSC phé chuén

sU DUNG NHAN SV CHUYEN NGHIEP. BDam bao
nhan sy dén thurc hién cai dat phan mém/ thiét bi
cho ban la nhan vién cé trinh d6, kinh nghiém va
cau hinh chinh xac

Payment Protection Resources for Small Merchants: Guide to Safe Payments
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Cost @@@
Ease /‘ /‘

Rk witgaton OO

Khach hang cho
phép ban nhap
dir liéu thé cua
ho vao hé thong
thanh toan cua
ban. Trach
nhiém cua ban
la bao vé dir
liéu thé cua
khach hang



Cost @@@

(¢ Bao vé doanh nghiép tru'é'c Internet e 22

Internet la con duwd'ng duwoc
tin tac str dung nham tan

cong va danh cap dir liéu CO LAP PHAM VI SU DUNG. Nhiitng thiét bj nao dugc
khach hang cua ban. Vi ly do str dung dé phuc vu qua trinh thanh toan thi khong str
nay, néu doanh nghiép cua dung vao muc dich khac (check mail, duyét web, luét

ban ndm ngoai Internet, bat mang xa hoi)

ky diéu gi ban sir dung dé

thanh toan thé déu can c6 BAO VE THIET Bl AO. Néu ban nhap di¥ liéu thé cta

bién phap bao vé bd sung khach hang qua moét thiét bi o (webpage dworc truy cap
qua may tinh/ tablet), thi dirng gdn thém mot dau doc thé
vao may tinh.

BAO VE WI-FLI. Néu ctra _hang cua ban cung cap WiFi
mién ph| can dam bao rang hét hdng thanh toan cua ban
s dung mot mang khac (phan mang), va can phai ciu
hinh WiFi dé6 mét cach an toan.

DUNG FIREWALL. Nén co firewall dé ngan chan hacker
va cac phan mém ma doc co thé truy cap vao may tinh cta
ban.

DUNG PHAN MEM FIREWALL HOAC THIET Bl TUONG
TU. Khi hé thong khdng c6 firewall cirng

i ®
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voi hacker

Dir liéu thé dé bi xam pham khi
trén dwong truyén dén ngan
hang hoac khi dwoc Iwu triv
trong may tinh va thiét bi cua
ban. Cach tét nhat dé giir né
an toan la lam cho dir liéu vo
dung ké ca khi hacker da danh
cap dwoc né. Thwe hién diéu
nay ciing kha phirc tap va tén
kém, nhwng trong dai han, giai
phap an ninh nay sé rat hiéu
qua va giap ban dé quan ly
doanh nghiép cua minh hon

» Security ®
Standards Council

Pam bao dir liéu cua ban vé dung e

Risk Mitigation 00 0

HOI NHA CUNG CAP xem liéu thiét bj thanh toan PCl approved secure

cua ban c6 str dung khéng nghé s6 hoa thé hay ma card readers and
hoa khong? payment terminals
: that encrypt card

< . . , . data do it using
DUNG CAC THIET BI, GIAI PHAP bU'QC PCI SSC technology called

“Secure Readin
PHE CHUAN DE MA OA D LIEU THE. and Exchange of
Data (SRED)” - ask

DUNG CAC GIAI PHAP P2PE PU'O'C PCI PHE your vendor if your

payment terminal
CHUAN encrypts card data

. ) . ) with SRED.
NANG CAP GIAI PHAP. Xem xét str dung thiét bi
thanh toan sur dung ca hai cédng nghé ma hoa va
s6 hoa thé dé loai bd dir liéu thé co6 thé doc duorc.

NEU BAN LA MERCHANT DANG CHUYEN BOI
SANG THIET Bl EMV? Thuc sw day la co hoi rat tot
dé dau tw vao thiét bi hé tro EMV cung cép giai phap
an ninh bd tro cho ma hoa va sbé hoa thé

ASK. See Questions to ask your Vendors for help
with questions to ask your vendor or service provider.

Payment Protection Resources for Small Merchants: Guide to Safe Payments
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NGUON TRO GIUP



Tai nguyeén

PCI Council Listings

Resource Link URL

List of Validated Payment PCI Council’s Validated Payment Applications https://www.pcisecuritystandards.org/assessors_and
Applications solutions/vpa_agreement

List of Approved PTS Devices PCI Council’s Approved PTS Devices https.//www.pcisecuritystandards.org/assessors_and

solutions/pin_transaction devices

List of Approved Scanning PCI Council's Approved Scanning Vendors https://www.pcisecuritystandards.org/assessors_and
Vendors solutions/approved_scanning vendors

List of Qualified Integrators /  PCI Council’s Qualified Integrators Resellers https://www.pcisecuritystandards.org/assessors_and
Resellers solutions/qualified _integrators_and resellers

List of P2PE Validated PCI Council's P2PE Validated Solutions https://www.pcisecuritystandards.org/assessors_and
Solutions solutions/point to_point_encryption solutions

Payment Brand Lists

Resource Link URL
Lists of Compliant Service MasterCard'’s List of Compliant Service Providers  https:.//www.mastercard.us/en-us/merchants/safety-security/
Providers security-recommendations/merchants-need-to-know.html|
Visa's Global Registry of Service Providers http://www.visa.com/splisting/
Visa Europe’s Reqgistered Member Agents https://www.visaeurope.com/receiving-payments/security/

downloads-and-resources

PCI DSS and Related Guidance

Resource Link URL
More about PCI DSS How to Secure with PCI DSS https://www.pcisecuritystandards.org/pci_security/how
PCI DSS Self-Assessment Questionnaires  Self-Assessment Questionnaires https://www.pcisecuritystandards.org/pci_security/

completing self assessment

Guide: Skimming Prevention: Overview of ~ Skimming Prevention: Overview of Best  https://www.pcisecuritystandards.org/documents/
Best Practices for Merchants Practices for Merchants Skimming Prevention_At-a-Glance Sept2014.pdf

Security ®

Standards Council Payment Protection Resources for Small Merchants: Guide to Safe Payments
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Tai nguyeén

Infographics and Videos

Resource Link URL

Infographic: It's Time to Change Your [t's Time to Change Your Password https.//www.pcisecuritystandards.org/pdfs/its_time to
Password change your password infographic.pdf

Infographic: Fight Cybercrime by Making  Fight Cybercrime by Making Stolen https://www.pcisecuritystandards.org/documents/PCI-
Stolen Data Worthless to Thieves Data Worthless to Thieves CyberCrime-FinalR.pdf

Video: Learn Password Security in 2 Learn Password Security in 2 Minutes https://www.youtube.com/watch?v=FsrOXgZKa7U
Minutes

PCl Payment Protection Resources for Small Merchants
Resource Link URL

Common Payment Systems Common Payment Systems https://www.pcisecuritystandards.org/pdfs/Small
Merchant Common Payment Systems.pdf

Small Merchant Questions for Vendors Small Merchant Questions for Vendors  https://www.pcisecuritystandards.org/odfs/Small
Merchant Questions To Ask Your Vendors.pdf

Small Merchant Glossary Small Merchant Glossary https://www.pcisecuritystandards.org/pdfs/Small

Merchant Glossary of Payment and Information

Security Terms.pdf
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pci

Gallup — Gallup Poll, October 2015

HM Government - Small Businesses: What You Need to Know about Cyber Security, UK 2014
NCSA — National Cyber Security Alliance survey, 2012

NSBA — National Small Business Administration, 2014 Year End Economic Report

Verizon 2012 — Verizon 2012 Data Breach Investigations Report
Verizon 2015 — Verizon 2015 Data Breach Investigations Report
Verizon PCl 2015 — Verizon 2015 PCI Compliance Report
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